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I. [TosgscHUTEIHLHAA 3aNHUCKA

PasButue wHpOpPMALMOHHOTO OOIIECTBA TPEAINOJIAraeT BHEAPEHHE HH(MOPMAIIMOHHBIX
TEXHOJIOTUI BO Bce c(ephl KU3HU, HO 3TO 03HAYAET U IMOSBJICHHE HOBBIX Yrpo3 0€30MacHOCTH — OT
yreyek uHpopMmaiuu a0 kubepreppopusma. B npoexre Konuenmuu crparerun kubepOe30macHOCTH
Poccuiickoit ®enepauuu KUOEPIPOCTPAHCTBO — OMpeneisercs Kak «cdepa [eATENbHOCTH B
MH(GOPMALIMOHHOM  IMPOCTPAHCTBE, OOpa3oBaHHAs COBOKYNHOCTbIO VHTepHETa W Jpyrux
TEJICeKOMMYHUKALIMOHHBIX CETe M JIIOOBIX ()OPM OCYIIECTBIISIEMOIl MOCPEACTBOM UX HCIOJIb30BAHUS
YeJIOBEYECKON aKTUBHOCTU (JIMYHOCTH, OPraHM3allid, TOCYIapCTBa)», a KHOepOe30MmacHOCTh — Kak
«COBOKYIHOCThH YCJOBH, MPH KOTOPHIX BCE COCTABISIOLIME KUOEPIPOCTPAHCTBA 3alIUIIEHBI OT
MAaKCHUMaJIbHO BO3MOKHOI'O YHCJIA YIPO3 M BO3JACHCTBUN C HEXEIATEIbHBIMHU IOCICICTBUSAMU». B
CBSI3M C 3TUM OOJbIIOE 3HAYEHHUE MpUoOpeTaeT mpobdiemMa «KyJIbTypbl O€30MacHOr0 IMOBEACHUS B
KHOEPIIPOCTPAHCTBEY.

B cootBerctBUM co «CtpaTerueil pa3BUTHSL OTpacid HH(DOPMALMOHHBIX TEXHOJIOTUH B
Poccuiickoit @enepanun Ha 2014-2020 roasl u Ha nepcnekTuBy a0 2025 ropa», yTBEp:KIACHHOU
pacnopsbkenueM IlpaBurensctBa Poccuiickoit ®enepaumu ot 1 HosOps 2013 r. Ne 2036-p,
«Crtparerueld pazputus WHPOpPMAIMOHHOTO obOmecTBa B Poccuiickoit denepanuny, yTBEpk)ICHHON
[Tpesunentom Poccuiickoit @enepannu 7 pepans 2008 r. Ne [Ip-212 u psimom Ipyrux JOKYMEHTOB B
YHUCJIE MHOTUX JIPYTUX 3324 BBIIEISIOTCS:

- o0ecrieueHne pPa3NMUYHBIX cep OKOHOMHUKH KAueCTBEHHBIMH HH()OPMAIMIOHHBIMHU
TEXHOJIOTUSIMU;

- obecrieueHue BBICOKOTO YPOBHS HH(POPMAITMOHHON 0€30MacHOCTH TOCYIapCTBa, HHAYCTPHH U
IpaKJIaH.

bezonacHocTh B MH(OPMAIIMOHHOM OOIIECTBE SBISETCS OAHUM W3 OCHOBHBIX HAaIlpaBIICHHN
(GbyHIaMeHTAJIbHBIX UCCIIEOBaHHM B 00J1aCTH HHPOPMAIIMOHHBIX TEXHOJIOTUH.

KoMmnploTepHble TEXHOJOTUMU MPUMEHSIOTCS MHPU H3YYEHUU IPAKTUYECKU BCEX IIKOJIbHBIX
TUCHUIUIMH YK€ C MIaamux kiaccoB. KuOepyrpo3bl CyIIECTBYIOT Be3lle, I/Ie€ MNPUMEHSIOTCS
MH(POPMAIMOHHBIE TEXHOJIOTHH.

['ocymapcTBo cunTaeT HEOOXOAUMBIM pacuIMpeHre o0beMa MpernojaBaHus UH(HOPMAIIMOHHBIX
TEXHOJIOTUH B 00111€00pa30BaTeNIbHBIX OpraHu3anusax. B kauecTBe oHON U3 OpraHU3alMOHHBIX MEp B
obecriedyeHnn KuOepOe30macHOCTH oIpesiesieHa pa3paboTka W BHEJIpEeHHWEe B Y4eOHbIM Ipolecc
00pa3oBaTeNbHBIX OpraHU3alluii Pa3HOro YPOBHS Kypca MO0 HHGOPMAIMOHHONW O€301MacHOCTH,
BKJIIOYAIOIIETO MOJAYJIM MO obecnedyeHuto KuOepOe30macHoCTH, 00 JOMOJHEHHE HMMEIOLINXCS
KypcOB yNOMSIHYTHIMH Moayismu. lllkonbHas mporpamma J0JIKHAa COOTBETCTBOBATH ATHM LIEJSIM,
MIO3TOMY IIPEICTABISIETCS  aKTyalbHBIM pEalu3alus OPOrpaMMbl BHEYPOUYHOH JAESATEIBbHOCTH
«uadpopmairionHast 6€30MacHOCTHY.

3agaua kypca «MH}opmanmoHHas 0€30MaCHOCTbY» - COBEPILIEHCTBOBAHUE IIKOJIBHOTO
oOpa3oBaHMsl M TOATOTOBKM B cdepe HMHPOPMAIMOHHBIX TEXHOJOTHMM, a Takke MONmyJIspu3anus
npodeccuif, CBA3aHHBIX C HWHPOPMALMOHHBIMU  TexHojorusamu. Llemp wu3yueHus Kypca
«udopmanionnass 6€30MacHOCTBh» - JaTh OOIIME TpeacTaBlieHHss O O€30MacHOCTH B
MHPOPMALIMOHHOM 0OlIecTBe M Ha JITOH OCHOBE C(OPMHUPOBATH TMOHUMAHHE TEXHOJIOTUM
nH(OpMaLIMOHHON 0€30MaCHOCTH ¥ YMEHHUS NMPUMEHSTH MpaBHiia KHOepOe30macHOCTH BO Beex cepax
JESTENBHOCTH.

BocnurarenpHas 1enp Kypca — (opMHpoBaHHE Ha KayeCTBEHHO HOBOM YPOBHE KYJIbTYpPHI
YMCTBEHHOI'O TpyJa U B3aUMOJEHCTBHUS C OKPYKAarOIIMMH, OTBETCTBEHHOI'O OTHOLIEHHUS K BOIIPOCaM
0€30IMaCHOCTH KU3HEAEITEIHLHOCTH.

Heas mnporpamMmbl — co3JaHue YCIOBUH Uit (opMupoBaHHS y ydammxcs HU(POBOii
KYJIbTYPbl JMUYHOCTH C HEOOXOJUMBIMU HaBBbIKAMHU M TMPUCYIIUMHU LEHHOCTSMH, B3IJIsIaMH,
OpPHEHTAIMsIMHA, YCTAaHOBKAaMH, MOTHMBAaMH JEATEIbHOCTH U TIOBEIEHHUS [uId oOecleyeHus
0e30macHO ¥ pa3BUBAOIICH KU3HEACATEIHPHOCTH yJamerocs B ceTu «MHTepHeT.

JL1s1 JOCTHAKEHHUS IOCTABJICHHOM LeJIM PEIIAIOTCs CJeAyoIue 3aJa4u:

e  dopmMupoBaHHe y ydamuxcs HuPpoBoil 1 UHHOPMAITMOHHOMN KYJIbTYpHI;



BocnuTtanue y yyammxcsi HpaBCTBEHHOCTH U KYJIBTYpPbl B3aMMOOTHOLIEHHUS C JIIOAbMH Ha
OCHOBE O0IIEUETTOBEYECKHUX IIEHHOCTEHN B ceTH «HTepHETY;

VYTBepKJeHUE B CO3HAHMM M UYYBCTBaX Y4YalIUXCsl MPABUIbHBIX MOJEJEH IOBEACHMUS,
LIEHHOCTEH, B3IJISI0B U YOEKIEHUM MJIs YCIEIIHOM KU3HEIEATENbHOCTH y4Yalllerocs B
cetu «MIHTEpHETY;

VYraoy6nenue  3HaHuil  yueOnbix — gucnmmuimH - «MHpopmatuka», «OBX» u
«O011ecTBO3HaHNEY B TIpOLIecce 00YUEHUS B paMKaxX MPOTpaMMbl;

WHTemiekTyanbHOe pa3BUTHE YdYaIMXCs, (OPMHUPOBAHUE TBOPYECKUX M IPUKIIAIHBIX
KAa4yeCTB MBIIICHUS;

PasButune nnTepeca K pazauyHbIM cepam nH(HOPMAITMOHHBIX TEXHOJIOTHIA;
CoBepILIEHCTBOBAaHME  HABBIKOB  €CaMOOOpPAa30BaHMs, BCECTOPOHHErO  pa3BUTHS U
CoLIMaIN3aluy;

OOyueHnue noucky 1 0T00opy HHGoOpMaLnu, €€ HHTEPIPETALUU U TPUMEHUMOCTH;
Pa3BuTue OrM4ecKoro MbIIUICHUS, YMEHUN OOOOIIEHUS M KOHKPETHU3ALWH, aHAIN3a U
CUHTE3a;

Bocnutanue yMeHusi TpyauThbCS, CAMOCTOSATENIBHOCTH, OTBETCTBEHHOCTH U TBOPUYECKOTO
OTHOILEHUS K yuéoe;

Oo0yuarimue:

CdopmupoBats cucreMy 3HaHHl B cdepe o0OIIeCTBO3HAHUSA, HHPOPMAIIMOHHBIX
TEXHOJIOTHI U OCHOB O€30MaCHOCTH KU3HEEATEIIbHOCTH,

OOyuuTh 37€MEHTAaM CUCTEMHOTO MBIIIJIEHUS UCIIOIb30BaATh HHCTPYMEHTHI aKTUBU3AINH
MBIIUICHHUS,

OtpaboTka HABBIKOB W YMEHHH MAiisg 0e30MacHOro H TOJE3HOTO HCIOJB30BaHUs
WH(MOPMALIMOHHBIX TEXHOJOTUH: CpaBHeHHME HWH(OpPMalMKU, KPUTUYECKUM aHaIu3,
BBIJICJICHHE TJIABHBIX MBICJICH U TPaMOTHOE U3JIOKEHHE, a TAK)Ke BOCIIPUSATHS U YCBOCHUS
uHpopmManuu u3 cetu «HTEepHET.

PasBuBaromme:

Pa3BuUTh MHTENIEKTYaIbHbIE U COL[MANIbHBIE CTIOCOOHOCTH 00yYaroINXCs;

Pa3BuTh HAaBBEIKH CETEBOTO O6HI€HI/I$[ U KOMMYHHKAIIUW B CCTH «I/IHTepHeT», IIOHUCKa Hu
paboTel ¢ nHopmanuen, odecredeHnst 0e30MacHOCTU HU(GPOBBIX YCTPOICTB U aKKayHTOB
U OCYIIECTBJICHUS CETEBBIX MOKYIIOK;

PazButh JACJIIOBBIC W TI'PaXAAHCKUC KadeCTBA, TaKUC KaK CaMOCTOATCIbHOCTD,
OTBCTCTBCHHOCTDH, AKTUBHOCTH U AaKKYPAaTHOCTD,

C(bOpMHpOBaTB HOTpC6HOCTI/I B CaAMOIIO3HAHWU U CAMOPAa3BUTHUH.

BocnurarteanHbie:

BocnuTath KynbTypy 0O1LIEHUS U IOBEJEHHS B CETEBOM IMPOCTPAHCTBE;
Bocnurars neneycTpeMIIEHHOCTb TUYHOCTH;

Bocnurars TOIEpaHTHYIO U KYJIBTYPHYIO JJUYHOCTB;

BocnurtaTh npaBuibHBIN 00pa3 rpakJjaHUHA.

1. O0mas xapakTepucTuka Kypca

Kypc «MupopmanmonHas 0e30MacHOCTh» CTPYKTYPHPOBAH MO MOIYJIbHOMY NpHHIWMITY. OH
BKJIIOUYAET B ce0s1 7 MOAYJIei:

O6mme ceenenus o 6ezonacuoctu [1K u MaTEepHETA

TexHrka 6€30MaCHOCTH U SKOJIOTHS

ITpobnemb! IHTEpHET-3aBUCUMOCTH

Metonsl obecrieuenust 0ezonacHoctu I1K n MnaTepueTa. Bupycsl u aHTUBUpYCHI
Momennnyeckue neiictsust B Uatepuere. Kubepnpecrymnenus



e (CereBoii yTuker. [lcuxosmorus u ceTnb

e [IpaBoBbI€ acreKThI 3aLUIUTH KHOEPIIPOCTPAHCTBA

III. Onucanue MecTa y4eOHOr0 npeaMera B y4eOHOM ILIAHE.

JIaHHBI KypC pealu3yeTcs B paMKaX COLHUAIBHOIO HAIPABJIEHUS BHEYPOUYHOM JEATEIIBHOCTH U
paccuntan Ha 1 yac B Hegemro ¢ 7 mo 9 kimacc (34 gaca 3a rojJ B KakJ oM Kjacce, Bcero 102 gaca).

IV. Conep:xanue yueOHOro npeamera

7 kaacc

Moayas 1. O6mue ceenenusi o 6e3onacuoctu IK u Murepuera (5 yacos).

Kak paGoratoT MOOMIIEHBIE YCTPOMCTBA. YTPO3BI AJIsi MOOMIIBHBIX YCTPOHCTB.

PacnpocTpanenue BpemOHOCHBIX (ailioB depe3 MPUIOKEHHsS A CMapTGOHOB U IUIAHILIETOB
(cxaunBanue oTorpaduii, My3blKH, UTp).

Buaer 3amuThl KHOEprpocTpaHcTBa (YTO TaKO€ HECAHKIIMOHMPOBAHHBIM JOCTYII, pa3pyllieHue U
yTpaTta uHQOpMaINH, UCKaXKEeHIEe HHpOopMaLin).

KTto obecnieunBaet 3ammTy KUOEPIPOCTPAHCTBA.

UYro Ttakoe reoumHpopmanuonusie cucremsl (I'MC). I'moGanpubie uHpOpManuonnsie CeTu 1o
CTUXUUHBIM OC/ICTBHSIM.

Monyab 2. Texunka 6e30nacHOCTH 1 3KoJI0THs (5 YacoB).
Komneiorep u MoOuUIbHBIE yCTpOiicTBa B 4Ype3BbluaiiHbix curyanusx. Jlomomuenust x JTIL
Kommnbrotep 1 MOOMIIBHBIE (COTOBBIE) YCTPOMCTBA B MPaBUIIaX 0€30MaCHOCTH.
KomnbroTepsl 1 MOOUIIBHBIE YCTPOHCTBA B SKCTPEMAIIBHBIX YCIOBHSIX.
Besne mu ecte UnTepuer. Th npu pabote ¢ MOOUIBHBIMU YCTPOHCTBAMH.
[TepBast momo1s mpu MpodeMax B HHTEpHETE (CITyKObI ITOMOIIIN ).
BosnaeiicTBre paroBOIH Ha 310pOBbe U OKpyskarotyto cpenay (Wi-Fi, Bluetooth, GSM).

Monyas 3. [Ipo6saembl UHTEpHET-3aBHCHMOCTH (2 Yaca).
Buns! THTEpHET-3aBUCHUMOCTH.
Kommnsrorep u 3peHue.

Mopnyasb 4. Metoasb! obecnieuenust 6esonacHoctu ITIK n UnTepHera.
Bupycel 1 anTuBupychbl (8 yacos).

Bupycsl 1 aHTUBHPYCHI.

Kak pacnpocTpaHsIOTCsI BUPYCHI.

VcTOYHUKY U TPUYMHBI 3apasKEeHUS.

Ckopas xomnbroTepHas nomouls. [Ipu3Haku 3apaxeHHs1 KOMIIBIOTEpA.

Yo Takoe aHTUBHpYCHAas 3amuTa. Kak J1e4nTh KOMIBIOTED.

3ammTa MOOMIIBHBIX YCTPOUCTB.

Kak 3ammututh nanxeie oT noreps. KonupoBaHnue u BoccTaHOBIEHHE. Beerna nmu MokHO cnactu
CBOM JJaHHBIE.

3amuTa Qaitnos. UTto Takoe mpaBo JocTyma.

3amuTa neredl B conuanbHbiX ceTsax. [10 ansa poaureneil. OrpaHnyeHre BpEMEHN HaXO0XIECHUS B
CETH.

Moayas 5. Momennndeckue aeiicreusi B Unrepnere. Kudepnpecrynienus (2 yaca).



OnacHoct MOOMIBHOW CBsi3U. [IpemiokeHuss MO YCTaHOBKE BPEIOHOCHBIX MPHIIOKCHUH.
Momennngeckue CMC.
[TpocnymmBanue pa3roBopoB. OrnpeeneHue MeCTOMON0KEHHS Tesle(oHa.

Monyas 6. CereBoii 3Tuket. [lcuxonorus u cers (10 yaco).

Yro Takoe JauuHbIe JaHHBIE. Bee, uTo BhU10KEeHO B IHTEpHET, MOXKET CTaTh U3BECTHO BCEM.

«JInmass nadopmanus» o cede u qpyrux B Matepuere. Kakas nadopmarys npruHaie:kKuT Bam.

AHOHUMHOCTH B CETH.

Uto Takoe 3THKeT. Buapl sTMKeTa (JIMUHBIN, J1€10BOW, MUCHMEHHBIN, JTUCKYCCUOHHBIM W IIp.).
Pa3nuuns sTukeTa B pa3HbIX CTpaHax.

Kak mostBuiICss HETUKET, 4TO 3T0 Takoe. OOIIre mpaBuia CETeBOro 3TUKETA.

JlnuHoe oOmieHne m oOImIeHHWe B TPYIIEe — YeM OHHU OTIMYAOTCS (YaThl, (OPYMBI, CITYXKOBI
MT'HOBEHHBIX COOOIICHUI).

Otuka quckyccuid. BzanmHoe yBaskeHue Mpy HHTEPHET-00LICHHUH.

OTUKeT U 6€30MaCHOCTh. DMOIIUU B CETH, UX BBIPAKECHHUE.

PeanbHast u BupTyalilbHas JTUYHOCTh, peajbHbIe BCTPEUM C BHUPTYaJbHBIMU 3HAKOMBIMH U HUX
OTIAaCHOCTB, YTPO3bI U OCKOPOJICHHUS — YEM ITO MOKET 3aKOHUUTHCS.

Ecnu BbI cTanu >kepTBOM KOMIIBIOTEPHON arpecCHu: CIy>KObl TOMOIIIH.

MoayJs 7. llpaBoBbie acneKThI 3alUTHI KHGepHpocTpancTBa (2 yaca).
CoOctBeHHOCTh B IHTEpHETE. ABTOpPCKOE TIPaBo. MHTEIUIeKTYanbHast cOOCTBEHHOCTh. [imaTHas u
OecruratHast HHGOpPMAIIHS.
O06o6mmenne matepuana kypca. Urpa-kBect «3HaTOKH KHOEPOE30TIaCHOCTHY.

8 kiace

Moayas 1. O6mue cBenenus o 0ezonacuoctu IIK u UaTepuera (5 yacos).

HNupopmanronHast 6e30macHOCTh

3amuTa NEepCOHAIbHBIX JAaHHBIX, MOYEMY OHa HykHAa. Kareropum mnepcoHalbHBIX JaHHBIX.
buomerpuueckue nepcoHanbHbIE JaHHBIE.

Hctounuku nanHbix B MHTEepHeTe: movTa, cepBUChl 0OMeHa ¢aitnamu u ap. XpaHeHHE JaHHBIX B
NHrepHere.

Bo3moxxHOCTH ¥ TPOOIEMBI COLUATBHBIX CETEH.

bezonacHslif npoduis B conraibHBIX ceTsiX. CocTaBleHUEe CeTH KOHTAKTOB.

Moayn 2. TexHuka 6e30nacHOCTH U 3KoJorusi (2 yaca).
Kommuiekc ynpakHeHui npu paboTe 3a KOMIIBIOTEPOM.
BozneiictBue Ha 3perne OJIT, XKUIKOKpUCTAIUIMYECKHX, CBETOAMOAHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

Monayas 3. [Ipo6sembl UHTEepHeT-3aBHCHMOCTH (3 Yaca).
st uero moxet O0bITh nosieseH I1K u MHTepHeT (pa3BuBatomuye urpsl, 00yueHue, oouieHre 1 T.11.)
M KaK I10JIb3a MTPEBPAIIAeTCs BO BPEI.
KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTD.
[Icuxomornueckoe Bo3aecTBIE HH(GOPMAMY HA YEIOBEKA. Y IPABICHHUE JINYHOCTHIO Yepe3 CETh.

Moayasb 4. Metoabl odecnieyenus 6esonacHoctu IIK u MaTepnera.
Bupycel u antuBupyco!l (16 yacoB).
3ammura aitnos. [IpaBa monp3oBareneil.
3amuTa npu 3arpy3Ke U BBIKIIOYEHUH KOMIIBIOTEpA.
be3zonacHocTh MpH ckaunBaHuU (HaitiioB.
be3zonacHocTh pu npocMoTpe PUIBMOB OHJIAMH.



3amuTa MporpaMM M JaHHBIX OT HECAHKIMOHMPOBAHHOIO KOMMpOBaHUSA. OpraHu3alyoOHHBIE,
FOPUINYECKHE, TPOTPAMMHBIE U IPOTPAMMHO-AINIIaPaTHbIE MEPHI 3AIUTHI.

3amuTa NporpaMM M JIQHHBIX C IOMOUIbIO IMApOJIEH, NMPOrpPaMMHBIX M JIEKTPOHHBIX KIIIOUEH,
CEpUITHBIX HOMEPOB, ITIEPEHOCA B OHJIANH U T.I. HenepeMelaeMble IporpamMmesl.

MerToap! 3amuThl (HOTO U BUACOMATEPUATIOB OT KOIUPOBAHUS B CETH.

3amura OT KONMPOBaHUS KOHTEHTA CaiTa.

Kaxk pa3BuBanuce BUPYCHI.

MoryT 51 BUpYCHI Bo3AeicTBOBaTh Ha anmnapatypy I1K.

Kak BupyCBI BO3/ICHCTBYIOT Ha (paidiibl.

[IpoBepka Ha HasiMune BUpycoB. CKaHEpHhI U JIp.

Mo3keT a1 BUPYC BO3/IEHCTBOBATh HAa pabOYMii CTOIM.

Uctounuku 3apaxenus [1K.

AnTtusupycHoe [10, Buabl 1 Ha3HAUECHHUE.

Mertoapl 3auThl 0T BUpycoB. Kak pacrio3HarOTCsi BUPYCHI.

Moayans 5. Momennu4eckue aeiicreusi B Unrepuere. Kuodepnpecrymienus (4 yaca).
VYrTeuka u 00HaApOJOBAHUE JINYHBIX TAHHBIX.
[TonGop u nmepexsat napoJeil. B31oMbl akkayHTOB B COLIMATIbHBIX CETSX.
Bunber momenanuectBa B MaTepHETE. OUutimHT (papMuHT).
A3zaptable  urpel.  OnHnaiiH-ka3uHO.  bykmekepckue — koHTOpbl.  [lpemnoxenus — ans
«UHBECTUPOBAHUS» JIEHET. BBIUTPHIII B JIOTEPEIO.

Monayab 6. CereBoii 3tuker. [Icuxosorust u cethb (1 uac).
[lcuxonoruueckass oOctanoBka B HWHrepHere: rpuduHr, KubepOymIuHT, KHOEep-MOOOHUHT,
TPOJLTUHT, OYITUIIU/L.

MonayJb 7. [IpaBoBbIe aceKThI 3a1UTHI KHOepPNpocTpaHcTBa (3 yaca).
3amuTa npaB noTpedUTeNeH Npu UCIoNIb30BaHUU ycIyr HTepHeT.
3amura npas noTpedutenet ycuyr npoanaepa.
O606mmenne matepuana kypca. Urpa-kBect «3HaTOKH KHOEpOE30MacCHOCTIY.

9 kaacce

Moayasb 1. O6mue cBenenusi o 6e3onacHoctu [IK u Uurepuera (11 yacos).

3amuTa KUOEpHpOCTpaHCTBA KaK KOMIUIEKC MEPOIPUSATHI, HamlpaBlIeHHBIX Ha oOecriedeHue
MH(POPMALMOHHOM 6e30MmacHOCTH. ACIEKThl KHOepOe30MacHOCTH.

Komneiorepass u  uHpopManuoHHas  Oe30MacHOCTh, OOHapyXeHue mpobiieM  CeTH,
BOCCTAQHOBJICHHE TapaMeTpPOB CHCTEM, CPEJICTBAa 3aLIUThl OT HECAHKIMOHMPOBAHHOIO JOCTyHa K
JaHHBIM, KpUnTorpaduyeckas 3ammra nHGOpMaluu.

Yro Takoe 3amuiieHHas MH(GOpMaMoHHas cpefa. 3aluTa KaHajloB Nepeayd JaHHbIX, CPEICTBA
MpeloTBpallleH!s] yTeuku uHopmanmu, 3amuta uHpopmauuu ot HCJl (anTuBUpycHas 3ammura,
CpeAcTBa KOHTPOJIA 3aIIMIICHHOCTH, CPEICTBA OOHApPY>KEHHs U MpPEenyNpexIeHUs aTak), CpPelacTBa
ayTeHTU(UKALINN.

OpraHu3alnoOHHO-TEXHUYECKHE MEpbl 3alluThl MHPOPMALMOHHOW cpenabl. CHUCTEeMbl OXpaHHOMH
CUTHAJIM3allui, BHAECOHAOIIOJCHHE, KOHTPOJIb W YIpaBICHHE TOCTYIOM, CPEICTBA YHHUUYTOXKECHHS
uH(pOpMaINH, CPEeJICTBA PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBIICHUS.

TpebGoBanusi k 6e30MaCHOCTH MH(OPMAIIUU: COXpaHEHHUE METOCTHOCTH, KOH(PUIECHIINATLHOCTH U
noctynHoctd. Onpenenenus no 'OCT PB 51987-2002 «MudpopmannonHas texHonorud. Komruieke
CTaH/IapTOB Ha AaBTOMATU3MPOBAaHHBIE CHUCTEMbl. THUIMOBbIE TpeOOBaHHWS W TIOKa3aTeld KauecTBa
(byHKIIMOHUPOBaHUS MHYOPMAIIMOHHBIX cucTeM. OOIIHe MOT0KEHU.



[Tpu3Haky HapyIICHUs LEIOCTHOCTU MPOrpaMM U JaHHBIX. CIOCOOBI HAPYIICHHS IETOCTHOCTH
nHpopmanuu. [lpu3Haku M crmocoObl HapymieHHs KoH(uIeHIMamTbHOCTH. [Ipu3Haku U CcrocoObl
HApYIICHUS JOCTYITHOCTH MH(POPMAIUH.

be3onacHocTh MOOWJIBHBIX YCTPOMCTB B MH(MOPMALMOHHBIX cHUcTeMaX. VICTOUHMKHU 3apaxeHHs
MOOMIJIBHBIX YCTPOUCTB (BEO-peCcypcChl, Mara3uHbl MPHIOKEHHA, OOTHETHI).

VYrpo3ssl 6e3onacHocTH B ceTsix WiFi. Merossr 3ammtsl ceteit WiFi.

Yrpo3sl uHboOpManuu  (TEXHOTCHHBIC, CIydallHbIE ¥ TPEIHAMEPCHHBIC, MPHUPOJIHBIC).
Heoctopo:xHOCTh OJIB30BaTENS KaK OJIHA U3 YIpo3 Ui HH)OPMAIIMOHHON O€301acHOCTH.

Mepsl kubepbe30macHOCTH ISl KOHEUHBIX MMOJIb30BaTesei. Vcrmonp30BaHHe PEKOMEHIOBAHHBIX
BEPCHIl OINEpallMOHHBIX CUCTEM U MPUJIOKEHHM, NCIOJIb30BaHNE aHTUBUPYCHBIX CPEICTB, HACTPOMKa
Be0-Opay3epoB, OJIOKHPOBKA CKPHUIITOB, MCIOIb30BaHUE (QUIHTPOB (DUITMHTA, MEKCETEBBIX IKPAHOB.
Atomarnueckoe ooHoienue [10.

Kubepyrpo3sr MaTepHeTa (KMOSPBOWHBI, MAHUITYJTUPOBAHUE JIFOJIbMHU, 3aBHCHMOCTh, BUPYCHBIC
aTaKu, OTCYTCTBUE MPUBATHOCTH).

MoxayJnb 2. TexHuka 6e30nacHOCTH U 3Kojorus (3 yaca).
KubGeparaku Ha HHPpaCTPyKTYypy.
Komnreiotep B pexxume Tpyaa u oTabixa. MabopMalimoHHas neperpyska.
Biustnue koMIbroTepa Ha PENpPOIYKTUBHYIO CUCTEMY.

Monayas 3. [Ipo6aembl UHTEpHET-3aBHCHMOCTH (2 Yaca).

WHTepHeT- 1 KOMIbIOTEpHAs 3aBUCUMOCTh (aaaukuus). Kpurepuu 3aBUCUMOCTH ¢ TOUYKU 3PEHUS
[ICUXO0JIOroB  (IPUOPUTETHOCTh, M3MEHEHMsSI HACTPOEHMsS, TOJEPAHTHOCTb, CHMIITOM pa3pbiBa,
KOH(QUIUKT, peruuB). Kak pa3BuBaeTcs 3aBUCUMOCTb.

Tunsl UHTEPHET-3aBUCUMOCTH (TpUCTpacTe K paboTe ¢ KOMIBIOTEPOM, K HaBUTaLUU U MOUCKY
uHbOpMallUY, HUTrPOMaHUsl M 3JEKTPOHHbBIE IOKYIKH, 3aBHUCUMOCTb OT CETEBOI0 OOLIeHus,
CEKCYyaJIbHBIE 3aBUCUMOCTH).

Mopnyab 4. Metoasb! odecnieuenus 6esonacHoctu IIK u Untepuera.
Bupycol n antuBupycsl (7 4acos).

[Tpobnembr OGe3omacHOCTH MHQpAcTpyKTypbl MHTepHEeTa (IPOTOKOJIBI MAapIIPYTH3ALMHM CETH,
crcTeMa JOMEHHBIX HUMEH, CPEJICTBA MAPIIPYTU3AINHU | T.11.). METO/IbI 3aIIUTHI.

[TpoBepka noyuHHOCTH (ayTeHTH(UKanus) B HTepHeTe.

Mepsl 6e3onacHoctu Juis nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycsl 1151 MOOUIBHBIX YCTPOHCTB (MOOMIIBHBIE OaHKEPHI U IP.).

Hacrpoiika kommbroTepa st 6e30nacHoi paboTHl.

Ommbku monb3oBatens (YCTaHOBKAa HECKOJIBKMX aHTHBHUPYCOB, YCTAHOBKA CIMIIKOM OOJIBILIOTO
YHcya MporpamMm, OTCYTCTBHE PE3EPBHOTO KOMTUPOBAHHUS U T.I1.).

Meps! u4yHOI G€30MacHOCTH MpH ceTeBoM oOuieHnu. HacTpoiiku MpHUBaTHOCTH B COLMATbHBIX
CeTsIX.

Monyasb 5. Momennndeckue aeiicreusi B Unteprere. Kudéepnpecrymienus (7 4acos).

Momennuyeckue aeiictBuss B ceTH. IIpemioskeHuss o0  pa30JIOKUPOBAaHUM  MPOTPaMM
(6moxupoBuyky windows). JIoxKHbIE aHTUBHPYCHI.

[Togmena cTpanuil B MHTEpHETE (CalThI-KiI0HBI). PanbiimBbie (paiaT000MEeHHUKH.

Momerandeckue neucTBus B cet. COOp «moXKepTBOBaHMIN) Ha OJaroTBOPUTEIBHOCTD. «Jlerkuit
3apabotok» B nTepHete. [Inpamu bl

Urto Takoe 3JEeKTPOHHBIM KomIeleK — yA00cTBa W MpoOiaemMbl 6e30macHOCTH. «OOMEHHUKNY IS
ANIEKTPOHHBIX JICHET.

MouenHuuecTBo npu pacnpoctpaHeHun «oecmatHoro» I10. Tlpomaxa «oOydarommx KypcoB»
JUTSL OM3HECA.



[TnatHble npeanoxenus padoTel. [LaTHBIN MPOCMOTpP BHICOMATEPHAIIOB.
TexHnonorun manumnynupoBanusi B UHTepHeTe.

Moayas 6. CereBoii 3tuker. [Icuxosorust u cethb (1 uac).
BesomacHas paboTa B ceT B mpoiecce CETeBOW KOMMYHHKAIUU (4aThl, (OpyMbl, KOHPEPEHIINH,
CKaiirl, connaiibHble ceTd u 1p.). CeTeBoit A3TuKeT. TepMUHBI CETEBOI0 3THKETA: OBEPKBOTHHT, (JICHM,
bayn, odpdronuk, CMAMITUKA U JIp.

Moayas 7. [IpaBoBble acneKThI 3aIIMTHI KuOepnpocTpancTsa (3 yaca).
Kak paccrienyroTcst npecTyIuieHHsl B CETH.
OTBETCTBEHHOCTH 32 HHTEPHET-MOIIEHHUYECTBO.
O0600menne Mmarepuana Kypca. rpa-kBect «3HaTOKH KHOEpOE30IIacHOCTHY.

V. Ilnanupyembie pe3yJibTaThl H3yYEeHHUSI Kypca

Ilpeomemnvle:

1. CpopmupoBanbsl 3HaHHUA O O€30MACHOM TOBEACHUM TMpPU paboTe C KOMIBIOTEPHBIMH
nporpaMMamMu, HH(OpMAaIMel B CETH UHTEPHET;

2. CdopmupoBaHbl yMEHHS COOII01aTh HOPMbI HH(DOPMALIMOHHON ATHKHU;

3. CdopmupoBansl ymeHust 6e30macHo paborars ¢ mH(popMalued, aHaIM3upoBaTh U 0000IATH
MOJIYYEHHYIO HH(POPMAIHIO.

Memanpeomemmnule:

1. Pa3BuBaroTCs KOMIIbIOTEpHAsh TPaMOTHOCTb M HH(OpPMalMOHHAS KyJIbTypa JHYHOCTH B
WCTIOJIb30BaHUHU HH()OPMAIIMOHHBIX 1 KOMMYHHUKAIIMOHHBIX TEXHOJIOTHM;

2. Pa3BuBaroTcs yMEeHUS aHAIM3UPOBATH U CUCTEMAaTU3UPOBATh UMEIOIIYIOCS HHPOPMAIIHIO;

3. PaszBuBaroTCs mMo3HaBaTelIbHAS M TBOPYECKAs AKTHBHOCTh B 0€30MMaCHOM HCIOJIB30BaHUU
MH(OPMAIIMOHHBIX U KOMMYHHUKAIIHOHHBIX TEXHOJIOTHUH.

Jluunocmmuuie:

1. BripaOaTbiBaeTcsl CO3HaTeNbHOE U OEpeXHOe OTHOLIEHHE K BOIpOCaM COOCTBEHHOM
nH(pOpPMaIMOHHOM 0€30MMaCHOCTH;

2. @opMupyloTC W Pa3BUBAIOTCA HPABCTBEHHBIC, JTHYECKHE, NATPUOTUYECKHE KauecTBa
JMYHOCTH;

3. Crumynupyercss TOBEJEHHE U  JIEATENIIbHOCTh,  HANpaBlEHHbIE Ha  COONIO/IEHUE
MH(}OPMaLIMOHHON OE30MaCHOCTH.



VI. TemaTu4ueckoe NJIaHUPOBaAHUE

Ne HaumenoBanue moayJieit KoJu-Bo yacos
n/n 7 kaace | 8 kaace | 9 kaace
1 Oo6ume ceenenus o 6e3onacuoctu [1K u MaTepuera 5 5 11
2 TexHuka 6€30MaCHOCTH U SKOJIOTHSIL. 5 2 3
3 [Tpobnembl IHTEpHET-3aBUCUMOCTH 2 3 2
4 Metonast obecrieuenust 6ezonacHoctu 1K u MaTepHeTa. 8 16 7
Bupycsl 1 aHTHBHPYCHI
S) Mommennudeckue aeicteus B MIHTepHere. 2 4 7
Kubepnpecrymnienus
6 CereBoii aTuker. Ilcuxonorus u cetb 10 1 1
7 [IpaBoBbIE aCHIEKTHI 3alTUTHI KHOEPIIPOCTPAHCTBA 2 3 3
Bcero yacos: 34 34 34

VIl. YueOHO-MeTOAMYECKOE U MATEPUATbHO-TEXHHUYECKOT0 o0ecneuyeHust

06pa30BaTean0r0 nmpomecca

MeTtoguyeckue MaTepuaJibl

Tonukux .M., Komapos M.M., Jlenosckoit B.1., Muxaiinos A.B. OcHoBBI KuOepOE30MacHOCTH,

Mocksa, 2016

[Topran MexayHapoaHOTO KBecTa 1o Mu(poBOii rpaMOTHOCTH WWW.CeTeBUIOK.pd

https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

JKPaHHO-3BYKOBbIC I1OCO0HUS
BuneopuibMbI 10 OCHOBHBIM pasjiesiaM Kypca
[IpesenTanuu 1o TeMaTuke Kypca

Texnuyeckue cpeacTBa 00yueHust
Hoyt06yxk

Tenesusop.
MynbsTMEIMATIPOEKTOP.

OKpaH HaBECHOM.

Cpe,Z[CTBa TCJICKOMMYHUKaITUU (3J'ICKTpOHHa$I mo4yTa, BhIXOd B I/IHTepHeT).

Y4eOHO-IpaKTHYECKOe 000py1OBaHHE
AynuTopHas JOCKa C MAarHUTHOW ITOBEPXHOCTHIO



https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

KanennapHo-temaTnuyeckoe miannposanue 7 kiacc (34 yaca)

e Kou-
i Hara Tema BO
YPOKa
4acoB
Oomme ceenenus o 6ezonacHoct IIK u MntepHera S
1 Kak pabGortaror MOOWIBHBIE YCTPOWCTBA. YTPO3bl I MOOWMIBHBIX
YCTPOMCTB.
2 Pacnipoctpanenue BpenOHOCHBIX (alIoOB 4Yepe3 MNPUIOKEHUS UL
cMapT(OHOB U IUIaHIIETOB (CKaunBaHue GoTtorpaduii, My3bIKH, UTD).
3 Bunel 3amursl kuOepnpocTpaHCTBa (YTO TaKOE€ HECAHKIIMOHHWPOBAHHBIN
JOCTYI, pa3pyllieHue U yTpaTta HHPOpPMaLUH, HCKAXKEHUE HH(opMaIum).
4 Kto obGecnieunBaet 3anmry KUOEpIpoCTpaHCTBa.
5 Uro Takoe reouHpopmamuonnsie cuctembl (I'MC). ['moGanpHbIC
nHpopmanrorHbie CeTH M0 CTUXUIHBIM O€JICTBHSIM.
Texnuka 0e30aCHOCTH M IKOJIOTHSA. 5
6 KoMmmprorep ¥ MOOWIIBHBIE YCTPOMCTBA B UpPE3BbIUAMHBIX CHUTYaIUAX.
Hononuenus k TII. Komnbrotep 1 MoOUIbHBIE (COTOBBIE) YCTPONCTBA B
npaBuiiax 0€30MaCHOCTH.
7 KomnbroTepsl 1 MOOWIIbHBIE YCTPONCTBA B SKCTPEMAJIbHBIX YCIOBHSIX.
8 Besne nu ecte MnTepuer. Th npu pabote ¢ MOOMIBHBIMHU YCTPOHCTBAMH.
9 IlepBast nomoms npu nmpoGiieMax B HHTEPHETE (CITyKObI TOMOIIN).
10 Bo3zeiicTBrue paavoBONH Ha 310pOBbe W OKpyxkawomuryio cpeny (Wi-Fi,
Bluetooth, GSM).
IIpo6Jsiembl UHTEpHET-3aBUCHMOCTH. 2
11 Bunpl THTEpHET-3aBUCUMOCTH.
12 Kommnbrorep u 3peHue.
Metoabl ooecnneuenus o6ezonacuoct IIK u Unrepuera. Bupycsi u 8
AHTHBHPYCHI.
13 Kak pacnpocTpaHsrTCsl BUPYCHI.
14 VcTOYHMKY 1 TPUYHHBI 3apaKEHUSL.
15 Ckopas komnbroTepHas nomouib. [Ipu3Haku 3apakxeHHst KOMIIBIOTEpA.
16 UYro Takoe aHTHBHpYCHAs 3amuTa. Kak JJednTh KOMIIBIOTED.
17 3anTa MOOMIIBHBIX YCTPOUCTB.
18 Kak 3ammutute naHHble oT morepb. KonmmpoBaHWe M BOCCTaHOBJICHHE.
Bcerna nm MOXHO CIIacTH CBOU JAHHBIE.
19 3ammra daitnios. YTto Takoe mpaBo JOCTYIIA.
20 3amuTa geteil B conuanbHbiX cetax. [10 mns ponurenei. OrpanuueHue
BPEMEHM HAXOKJEHUS B CETH.
Momennuyeckue aeiicreus B Unrepuere. Kuéepnpecrynienus. 2
21 OnacHoctn  MoOOMIbHOW  cBsi3u.  llpeanmoxkeHus 1O  yCTaHOBKE
BpPEIOHOCHBIX NTpriokeHni. Momennnueckne CMC.
22 ITpocnymuBanue pa3roBopos. OnpeieneHne MeCTONOJIOKEH!s TenedoHa.
Cetesoii yTukeT. IlcuxoJiorus u cerb. 10
23 UYro Takoe nuyHble JaHHBIE. Bce, uro BbUIOKEHO B MHTEpHET, MOXeET
CTaTh U3BECTHO BCEM.
24 «Jlumngas uHpopMmanus» o cebe u apyrux B Mutepnere. Kakas
nH(OpMalKs IPUHAISKUT BaM.
25 AHOHHMHOCTH B CETH.
26 Uto Takoe sTHkeT. Buapl 3TukeTa (IMYHBIA, JEJIOBOM, MUCHMEHHBIH,

JMCKYCCUOHHBIN U Tp.). Paznuuus sTukeTa B pa3HbIX CTpaHax.




27

Kakx mnossuncs HETHUKET, 4YTO 3TO TaKoCf. O6HII/I€ ImpaBujia CETEBOI'O
OTHUKCETA.

28 Jlnynoe oOmieHrne W OOIICHHWE B TPYIIE — Y€M OHHM OTJIMYAKOTCS (JaThl,
(hopyMmBbl, CITy’kKObI MTHOBEHHBIX COOOITICHHMIA).

29 Otuka quckyccuid. BzanmHoe yBaskeHue npu HHTEpHET-00ICHHH.

30 OTHUKET U 6€30MaCHOCTh. IMOIIUU B CETH, X BBIPAKECHHUE.

31 PeanbHas u BUpTyanbHas TUYHOCTH, PeajbHBIE BCTPEUH C BUPTYaJTbHBIMU
3HaKOMBIMH U UX OMACHOCTb, YIPO3bl U OCKOPOJICHHUS — Ye€M 3TO MOXKET
3aKOHYUTHCS.

32 Eciu BbI cTanu xepTBOH KOMIBIOTEPHON arpecCHm: CIy>KObl HOMOIIH.

IIpaBoBble acneKThI 3a1IMTHI KHOEPIPOCTPAHCTBA. 2

33 Cob6ctBenHocTh B MHTepHeTe. ABTOpckoe mpaBo. WHTeNIeKTyalbHas
cobcTtBeHHOCTS. [InaTHas u GecriatHas HHGOpMaIus.

34 O600mmeHue Marepuaia Kypca. Urpa-kBect «3HATOKH
krOepOe30MacHOCTIY.

KanennapHo-temaTnuyeckoe njiannposanue 8 kiacc (34 yaca)
Ne Koa-
Jlara Tema BO
ypoxa 4acoB
Oomme ceenenus o 6ezonacHoctT IIK u Unrepuera B

1 NudopmarnmonHas 6€301macHOCTh

2 3ammTa TMEepCOHATBHBIX JAaHHBIX, MOYeMy OHa HyxkHa. Kareropum
MEePCOHAIBHBIX JaHHBIX. bBroMeTpuueckue nepcoHaibHble JaHHbBIE.

3 Hcrounnku naHHeix B MHTEepHeTe: modra, cepBUCH oOMeHa (aimamu u
Jp. XpaHeHue NaHHbIX B MIHTEpHETE.

4 Bo3moxHOCTH 1 Tpo0IeMbl COLIMATIbHBIX CETEH.

5 besonacHeiii mnpoduns B coumanbHbIX ceTax. CocTaBieHUE CeTH
KOHTAKTOB.

TexHuka 0e30MACHOCTH M IKOJIOTHSA. 2

6 Kommiiekc ynpaxHeHui npu padboTe 3a KOMIbIOTEPOM.

7 BozgeiictBue Ha 3penue DJIT, KUIKOKPUCTATUIMUECKUX, CBETOINOIHBIX,
MOHOXPOMHBIX MOHUTOPOB.

IIpo6sembl UHTepHET-3aBUCHMOCTH. 3

8 s gero moxer ObITh mone3eH IIK u MuTepHeT (pa3BuBaroliye Urpsl,
00ydeHue, OOIIeHUE U T.I1.) ¥ KaK MOJIb3a MPEBPAIIAETCsl BO BPEI.

9 KubepkynbpTypa (MaccoBasi KyJbTypa B CETH) U JINYHOCTb.

10 [Tcuxonoruueckoe Bo3aelcTBUE MH(GOPMALMK HA YeJIOBEKa. YIIpaBICHHUE
JIMYHOCTBIO Yepe3 CeTh.

Metoabl ooecnieuenus 0ezonacnoctu IIK u Mnrepnera. Bupycsl n 16
AHTHBHPYCHL

11 3ammra ¢aitnos. [IpaBa noab3oBaresnei.

12 3amuTa npy 3arpy3Ke W BBIKIIFOUYSHHH KOMITBIOTEPA.

13 be3onacHOCTh IpH cCKauMBaHUU (aitiIoB.

14 be3zonacHocTh npu npocMoTpe GUIBLMOB OHJIAMH.

15 3ammTa MporpamMM M JTAaHHBIX OT HECAHKIIMOHHPOBAHHOTO KOIMPOBAHUSI.
OpraHu3alnyoHHbIe, OPUIMYECKHE, NPOrpaMMHBIE W  HPOTrPaMMHO-
anrmapaTHble MephI 3alTUTHI.

16 3ammTa NporpaMM M JaHHBIX C MOMOINBIO MMAapoJied, MPOrpaMMHBIX U




AJIEKTPOHHBIX KJIKOYEH, CEpUUHBIX HOMEPOB, MEPEHOCA B OHJIAMH W T.I.
HenepemenaeMblie IporpaMmsl.

17 MeTo/1p1 3a1uThl (HOTO U BHACOMATEPUATIOB OT KOMUPOBAHUSI B CETH.

18 3ammTa OT KONMMPOBAaHUS KOHTEHTA CalTa.

19 Kak pa3BuBainch BUPYCHI.

20 MoryT 11 Bupycsl Bo3aeiicTBoBaTh Ha annapatypy [1K.

21 Kax BUpyCBHI BO3/IEHCTBYIOT Ha (haiIIbl.

22 ITpoBepka Ha Hanmuuue BUpycoB. CKaHepsl U JIp.

23 MoskeT 11 BUpyc BO3J€HCTBOBATh HAa pabOUnii CTOI.

24 Ncrounnku 3apaxenus [1K.

25 AntuBupycHoe [10, Buipl 1 Ha3HAUYEHHUE.

26 MeTo/p1 3a1UTHI OT BUpYcoB. Kak pacno3HaroTcsi BUPYCHI.

Momennuydeckne neiicreusi B Unrepuere. Ku6epnpecrynienus. 4

27 YTeuka u 00HAPOIOBAHUE JTUYHBIX TAHHBIX.

28 [TonGop u nmepexsart naposeil. B3goMbl akkayHTOB B COLIMATIbHBIX CETX.

29 Bunsl momennndectsa B aTepHere. @umuHr (GpapmMuHr).

30 A3zaptHpie  urpel.  OnmaifH-ka3MHO.  bykMeKkepckue  KOHTOPBI.
[IpenioskeHust U1l «MHBECTHPOBAHUS» JICHET. BBIUTPHINI B JTIOTEPEIO.

CeteBoii 3Tuker. IlcuxoJiorusi u cers. 1

31 [Tcuxomoruueckass obctanoBka B MHTepHeTe: TpuQHHT, KHOEpOYIUIHHT,
K1Oep-MOOOUHT, TPOJUIMHT, OYJUIULIN].

IIpaBoBbIe acNeKTHI 3aMTHI KHOEPIPOCTPAHCTBA. 3

32 3ammTa npaB NOTpeOUTENCH PH UCTIONB30BaHUM ycayr MHTepHET.

33 3aimuTa npaB notpedbuTenei ycuyr npopanaepa.

34 O060o6mIeHne MaTepuaia Kypca. Urpa-kBect «3HATOKH
KHOEepOE30IIacCHOCTI.

KanennapHo-remaTnueckoe miannpoBanue 9 kiacc (34 yaca)
Ne Koa-
ypoKa Hara Tema BO
4acoB
Oo6mme ceenenus o 6esonacuoct IIK u Unrepuera. 11

1 3ammra  KUOepHmpocTpaHCTBa  Kak  KOMILIEKC MEpOTIPUATHH,
HalpaBJE€HHBIX Ha oOecrieyeHne WHPOPMAIIMOHHON O€30MmacHOCTH.
AcnexTsl Knbep0e30nacHOCTH.

2 KomnerorepHas u uHbopmannoHHas 0e€30MacHOCTb, OOHApY)KEeHHE
npobJeM CeTH, BOCCTAHOBJICHHE MapaMeTpOB CUCTEM, CPEJCTBA 3aIlUTHI
OT HECAaHKIIMOHHPOBAHHOTO JOCTYyNa K JaHHBIM, KpUITOrpaduveckas
3amuTa HHQOpPMAaIIHH.

3 Uto Takoe 3amuiieHHas WHGOPMAIMOHHAS cpefa. 3aluTa KaHalloB
nepefayd JIaHHBIX, CPEJCTBAa MPEJOTBPALCHUS YTEUKH HH(POpMaLUH,
3amutra wuHpopManmu oT HCJl (aHTHBHpyCHas 3amuTa, CpeaAcTBa
KOHTPOJISl 3aIIMIIEHHOCTH, CPEACTBAa OOHApPYKEHUS M MPEeAyNpEeKICHUS
aTak), Cpe/ICTBa ayTeHTU(UKAIUH.

4 OpraHu3annoOHHO-TEXHUYECKUE MEPHI 3aIlUThl HH()OPMAIIMOHHON CpEJIbI.
CucteMbl OXpaHHOW CHUTHAIM3AllMW, BHJCOHAOIIOJCHUE, KOHTPOIb H
yIipaBJIeHUE JIOCTYIOM, CPEACTBa YHHUUYTOXEHHUS MH(OpMAINH, CPEeICTBA
PE3epBHOTO KOMTUPOBAHHS U BOCCTAHOBJICHUSI.

5 TpeboBanust k Oe3omacHOCTH WH(MOpPMAIMU: COXpaHEHUE IEJIOCTHOCTH,




KoHpuaeHIMaIbHOCTH W jaoctynmHoctH. Ompenenennss mo ['OCT PB
51987-2002 «upopmarmonHas TexHojorus. KoMIiekc cTaHaapToB Ha
aBTOMATH3UPOBAHHBIC CHUCTEMBl. THIOBBIE TPEOOBAHUS M MOKa3aTEIH
KayecTBa (DYHKIIMOHUPOBAHHUS HMHPOPMALMOHHBIX cucTeM. OOmue
TOJIOKEHUS.

[Tpu3Haku HapymeHHs] LEIOCTHOCTH MporpamMm U AaHHbIX. CrocoObl
HapylieHus 1enocTHOCTH wuHpopmanuu. [lpusHaku U crocoObl
HapymeHust KoH(uaeHuuanbHoCcTU. Ilpu3Haku U cHocoObl HapyIIEHUS
JOCTYIHOCTH MH(pOPMAIUH.

bezonacHOCTb MOOWIIBHBIX YCTPOWCTB B HMH(OPMAIIMOHHBIX CHCTEMAX.
Hcrounnku 3apakeHus] MOOMIIBHBIX YCTPOICTB (BeO-pecypcChl, Mara3uHbl
MPUIIOKECHUH, OOTHETHI).

o

Yrpo3sl 6e3onacHocT B ceTsix WiFi. Merossr 3ammthl ceteit WiFi.

Yrpo3sl uHpOpMauK (TEXHOTCHHbIE, CIIydailHble W IpeJHaMEpPECHHBIC;
npupoHbie). HeocTOpo)KHOCTh TOJB30BaTENsl KaK OJHA W3 Yrpo3 JUIs
WH()OPMAIIMOHHON OE30MTaCHOCTH.

10

Mepsl  kuOepOe3onmacHOCTH  JUIsi  KOHEYHBIX  ITOJIb30BaTElICH.
Hcnons30BaHne pPEKOMEHIOBAHHBIX BEPCHU OIIEPAllMOHHBIX CUCTEM U
MIPUJIOKCHUHN, MCIIOJIb30BAHHE aHTUBUPYCHBIX CPEICTB, HACTpOIKa BeO-
Opay3epoB, OJIOKUPOBKA CKPHIITOB, UCTIOIH30BAHUE (PHIIBTPOB (PHUIIMHTA,
MEXKCETEBBIX 9KpaHOB. ABToMaTnueckoe ooHosnenue [10.

11

Kubepyrpo3sr WuTepHera (KuOCpBOWHBI, MaHUIYJIHUPOBAHUE IIOJIbMHU,
3aBHCHMOCTh, BUPYCHBIE aTaKl, OTCYTCTBUE MPUBATHOCTH).

Texnuka 6e30MacHOCTH U YKOJIOTHSI.

12

Kubeparaku Ha uH(ppacTpykTypy.

13

Kommerotep B pexume tpyaa u otabixa. MudopmannonHas neperpyska.

14

Binsinne xoMnproTepa Ha penpoAyKTUBHYIO CUCTEMY.

IIpo6sembl MHTEpHET-32aBHCHMOCTH.

15

WnTepHer- u KoMmmbloTepHas 3aBucuMmocTh (ammukuus). Kpurepuu
3aBHCUMOCTH € TOYKH 3PEHUS MCUXOJIOTOB (IPUOPUTETHOCTh, U3MEHEHHUS
HACTPOEHUSI, TOJEPAHTHOCTb, CUMITOM pa3pbiBa, KOHQIMKT, PELUIUB).
Kak pa3BuBaeTcs 3aBUCMMOCTb.

16

Turnsl HHTCPHET-3aBUCUMOCTH (HpI/ICTpaCTI/Ie K pa60Te C KOMIIBKOTEPOM, K
HaBUT'allUH U ITIOUCKY I/IH(bOpMaIII/II/I, HUI'pOMaHus U SJICKTPOHHBIC ITOKYIIKH,
3aBUCHUMOCTB OT CCTCBOI'O O6H.I€HI/I${, CCKCYAJIbHBIC 3aBI/ICI/IMOCTI/I).

Metoabl ooecnneuenus o6ezonacuoct IIK u Unrepuera. Bupycsi u
AHTHBHUPYCHI.

17

[IpoGnembr Ge3zonacHocTH MH(PpacTpykTypbl WHTEepHETa (IIPOTOKOJIBI
MapuipyTU3alUyd  CETH, CHUCTeMa  JIOMEHHBIX MMEH, CpeJCTBa
MapuIpyTU3alKU U T.11.). MeTO/bI 3allIUTHI.

18

ITpoBepka nonnuHHOCTH (ayTeHTudukarms) B UntepHere.

19

Mepnr 6e3omacHocTH 11 moas3oBarens WiFi. Hacrpoiika 6e3omacHoCTH.

20

Bupycsl 11 MOOMITBHBIX YCTPOHCTB (MOOMIIbHBIE OaHKEPHI U JIp.).

21

Hacrpoiika koMmmbroTepa 1j1st 6€301macHoi paboTHl.

22

OmmOku nonb3oBarens (yCTaHOBKA HECKOJIBKUX aHTUBUPYCOB, YCTAaHOBKA
CIIMIIKOM  OOJBIIOTO YHCJIAa MPOrpaMM, OTCYTCTBHE pPE3epPBHOIO
KOIMPOBAHUS U T.IL.).

23

Mepsl auyHOW 0€30MacCHOCTH TMpH ceTeBoM oOmeHuu. Hactpoiiku
IIPUBATHOCTHU B COLIMAJIBHBIX CETSIX.

Momennudeckue neiictusi B Unreprere. Kuéepnpecrynienns.

24

Momennnyeckue neictBust B ceT. [lpemioxkenus o pa30I0KUpOBaHUU




nporpamm (6soxkupoBikr windows). JIOXHBIE aHTUBUPYCHI.

25 Ilonmena cTpaHull B MHTEpHETE  (CalThI-KJIOHBI). DanblINBHIE
(hailim000MEHHHKH.

26 Momennnyeckue paeiictBuss B cetd. COOp «IOKEpTBOBaHM» Ha
0JIarOTBOPUTENLHOCTH. «Jlerkuii 3apabotok» B MHTEepHETe. [Inpamusl.

27 Uro Takoe DSJIEKTPOHHBIA KOIIENeK — yaoOCTBa U MPoOIEMbI
6e3zomacHOCTH. «OOMEHHUKNY JUISI QJIEKTPOHHBIX JICHET.

28 MormieHHHYeCTBO MpH pactpocTpanenun «oecmmataoro» 110. IMpomaxa
«00y4arIMx KypcoBy JuIs OU3Heca.

29 [Tnatubie npeanoxenus padoTel. [InaTHIN TPOCMOTP BHIEOMATEPUAIOB.

30 Texnonornu manunynupoBanus B IaTepHere.

CereBoii yTukeT. IlcuxoJiorusi M cersb.

31 bezonacnas paboTta B ceTu B mpolecce CETeBOM KOMMYHHKAIMM (4aThl,
dopymbl, KOH(pEpeHIUH, CKail, conuanbHble ceth U 1p.). CeTeBoii
9TUKET. TepMUHBI CETEBOr0 JSTUKETa: OBEPKBOTHUHT, QuiekiM, Gy,
o dTONUK, CMAMIIUKH | JIP.

IIpaBoBbIe acneKThI 3aIIMTHI KHOEPIPOCTPAHCTBA.

32 Kak paccienyroTcsi mpecTyIUIeHHS B CETH.

33 OTBETCTBEHHOCTbH 32 HHTEPHET-MOIICHHUYECTBO.

34 O600menue Marepuania Kypca. Urpa-kBect «3HaTOKH

KkrOep0Oe301acHOCTIY.




		2024-01-28T19:54:34+0400
	МУНИЦИПАЛЬНОЕ БЮДЖЕТНОЕ ОБЩЕОБРАЗОВАТЕЛЬНОЕ УЧРЕЖДЕНИЕ "ШКОЛА № 18 ИМЕНИ ГЕРОЯ ВЕЛИКОЙ ОТЕЧЕСТВЕННОЙ ВОЙНЫ А.М. БОНДАРЕВА" ГОРОДСКОГО ОКРУГА САМАРА
	Я являюсь автором этого документа




